Get busy
Phishing or get
busy paying

“Great results, can be achieved with small forces.”
— Sun Tzu, The Art of War



Disclaimer

The views, thoughts, and opinions expressed in the presentation
belong solely to the author, and not necessarily to the author's
employer, organization, committee or other group or individual.
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, X FreedOm


https://betheadversary.com/
https://github.com/xFreed0m

Security products bingo

Network Security Endpoint Security Application Security

lN\u!work Fil’l;\/\\d” = Network Mon‘itj}rihg/Forens\'(s Endpoint Prevention WAF & Application Security
alulie - 2 ST °
Infoblox 5 "ghicl (s @) uruPEY | | (@) BIUECOAT Sec cice’ IXIA piZpines UMeAfee [ CvL ANCE despinstingt Jefovast KASPERSKYE @ psafe B2 Microsoft Al EENTACry @ Quatys namoged () A LosiC @steatisecurty R Trustwa
Veetpackara %  UMcAfee Fmmriner, NETSCOUT g M protectwise lumeta - A 3 ) e
E untongle: sTomeneL :  rean Tsporkeognition’  ‘(Mreatio  AhNLAL ‘N crowosTrike IVl wesRooT FoATINET NBurkly % \waratek @ PREvOTY SUCAIT] 5 NSFocus 761 ] onapsis ;
i Sz g B Cop i P ) s

sancron. Hillstone '@ oBLUECAT corvil ™ JUNIPEr utimaco vanti ®iinvincea .l {© SAFERVPN  SentinelOne ®alwarebytes E!ﬁgﬁ @®denyall ARXAN < pipiape notsparker CERTES SOMHA ergon~ CITRIX
- O © aRADEORD o P ;
@ w 1 CheckPoit. SOPHOS o e RSA == *AVG SASK soPHOS fB)IREND [morenisec TF panda Bromium (/ Symantec DBAPRGcurity FESATINET. 5, SEORKS 14 radware IMPERVA

Intrusion Prevention Systems Unified Threat Management Endpoint Detection & Response Vulnerability Assessment

il COrero SOPHOS @ CheckPont | | FzzmmineT JUNIPEL @ <OFireEye orswaT ziften Sentinelone ¥ Scverort Y Zonefox Jjl morphick £ CounterTack  (&)Fluency

o ybereaso bugcrowd ,'\‘Wirgitﬁljgt RAPIDY) "aTrustwave 4 CHECKMARX
I i " Qo t "
et ctrs @ FuRnneT paepnines | DAL Hillstone il i Checkpoin @ TANIUM® red[S)canary ¥y Hexis Bromium $3certego ()7orsrn KSHEXADITE QInetiQ cvioanc: UMcAfee ¢ exEra BLACK nccgoup®  J onapsis u,wnm».(m
+ ‘V S i o) o Enterpiice
= Extreme  UMcAfee §;4 <OFireEye  eNndian Q Y ok, SOPHOS outLier® BUASK ® SYEERST SrieEye AFAUCONET €Cynet C¥RE giinvincea (nereman (DEEX stgrm) C®RE  VERACODE  hackerone ﬁs"yk SRC CLR
.

UNIPEr %= nsrocus 3 radware @ AT \"4 cavister |4 W RSA oucHereer "N CROWDSTRIKE  SECDO ~=& DIGITALGUARDIAN' N@xthink ENDGAME. FBeyondTrust N7 Synack ¢ Cigital  ® outpost @ Quays

Managed Security Service Provider Web Security Messaging Security

€t Tomam  verizon’ WTustwaver Semiv  AAsATiooe Somme BLUECOAT g[ggm luills SOPHOS @swamsecury WTrustwave | | £ ozscater @ zenvare () | proofpoint: Froncsonr B2 vicrosort  PHISHME S Edgetave: < iregye il mTrustwave
_ « S ooper @WHEEL Ozisroos A FEND (TR : PAstralD MEDIAPRO' Ly  8aE sysTems QSR FE:ATINET
esennre namogeo [ Check Point smoothwall  Ld: iboss  suesauane esdgewﬂe o R VOTIRO 4 G\ Wi pHishLaBs R ¥/ symantec

¥ FoRcEpoINT WEBROOT  NEXUSGUARD Visymantec fYIFEND = G\A 0penDNS IS priv lear @ AGARISOPHOS /) IREN2 mimecast

Risk & Compliance Security Operations & Incident Response Mobile Security

TPICUS Scytegc SGRX A Rsam SIEM O entu OFPSWAT S'SPIRION VERA ©nuro v stmge raft| |G Lookout @V Mobilelron DSKYCUre /e Wandera
RiskVison  RjskszNsz @ REDSEAL z :#LogRhythm @sumologic RSA TIBC2 tenable ‘ m m B8 crvons @ Actifile ENSILD A wickr A 19NIE A W.Nmmc 9nuro  bitglass (S airwatch  tiger

CYBERscape - 1Q17 + G B SR B msrtot Asmaline
s R | iy ovsiveocyy () virtru (€ YpHRE PKWARE  COVERTIX] Z“: a : b !@i - ATESKALABS
FICO - bringa (B orsare © S0 @pansseer Auntsman SUNetiQ ., i i

&d PRIVITAR  BLAC copeaz . p
«enna¢® QupGuard PALADION| | = e @ druva v Koresr O O o BoineT @yv QAT /5 wickr
Hewieteaciard B TrUStWaVE “aLack reat Intelligence o ic @ CipherCloud FEVERSING
Qi SecurityScorecard F | R E M N k5 = 8 ##somansA \formetric & CPherCloud #EEs SAcommunmake | xoorsran pradeo @)SAtDNA

RTINET ©NeMowsTERY Losic (B - L
SVERODIN netwrix v“w" o A (Fluency logpOINE || gameariers ThreatMetrix. riswio [IREERN ooMANTooLS meliowoner | = BlueTalon GCENTRI  seciore e, oPeNEEN P ZMPERIUM. (5 TeleSign
Security Incident Response X ANOMALI  RecodedFuwre  digital shadows_  brandprotect. =373 THREA

rax algo:
$tia e - >
— T T vz ~ o R —
afeBreach [ Archer P o Dorsss nEMISTO UPLEVEL O ayehu FLASHPOINT “sixeiL  { e @nsees (CTF Identity & Access Management Cloud Security
¢ ili yberint

N MEDIAPRO servicenew GHExADITE nResilient - RS ici wostike FERZIGNT - servicenow & Nok o3
4@ © @ covisint  GwmneEeL [\Alg Nok  orAcLE | | §savivier Cloudpassage G2

SecureWerks »«Mp.mm @ oarasuieln BT | WiFRe ey

MetricStream REVALENT BITSIGHT EventTracker  RedLeck splunk logentries’ 7S “¥orarioc & srvmox

Stratorey

i & —I
@norsic  @Norm BIEARER wHexis ; cuass Intsights weErooT  Blueliv. 4
- GUIDANC ™| W§yHexis a g
: INVOTAS Scowowar gkbal WiS@key GIGYA | @ Quanrs i tnreat stack 6dCloud & Managed
PALADION @ swvsox €3 CYerRTRIAGE @seveey RAPIDF)
trial / loT Security s i = h::“ e Unboundid C®RE  Trulicx "GRG | | Bncrypted Cloud @Z>zscaler Bbitglass © evidentio

G wemsecmerscuty [FORTSCALE = nyicarar  Bay Dynamics: & il CLEF ®SailPoint MPingidentity scure@) | aTAnan Olpenda SOHA [
utimaco’ ¥ Rubicon \(:‘gN&'LAES 184X /, exabeam (8) ZEROFOX MVSION 3 INTERSET G curdcor -  ForaEROCK 3+ INTRINSIC 1D E3BeyondTrust EXOSTAR| | yauitive VERA RedLock [EcODE42

J mugr  riscure o _ perts onelogin SAVIYNT ) BALABIT .
W ~. @ sewvosee Ativo 1 0 A S K S8 %74 TEMPERED © ) NroTRoN A @ gin RSA s & cLoubiway é (== O covata §¥ Microsoft
endian 10Active i = meean | LM fox O eimum O welcome 1) autiidany

(infineon @) 2555nm © feedzal  @iovation ethoca
C YPHRE 1\, PFP & CYBERBIT MOCATCH IdenTrust [Moatasecuity 1Y eanvwasnne FIRTER

i a Threat i 31, Guardian 1 8 votiro <O\ @ prelert's DARK ¢ °
S— wisnaer! | hreatMetrix 2 AUTGTIX e o reoow. YOTIRO L op M Dm.?m O s

MOCANA cryptosoft” ‘; 3 THREZ =CDO  DARKILIGHT mnxo

BVECTRA VENAFI COucHreveer Q Palantir A5|;|"l ACALVI®> datiphy M 1Y) ORACLE' | palerra

{9 Auth0 AVERON s simeio” §) PIREAN tascent
8 erorecrwise € @cymmetia  SKYPORT ¥ |3t Avecto dx &/ meuavens Dome:

o g * s c guardtime S
& fEimprivata O Centrify :
cLouoty) >Clear _=) WhiteHat
s © SECUREAUTH <3 AXIOMATICS

oty %

ARGl
ARGUS indegy () Sazmty e siftscience [Moaasecuiy & socure rsKified |enpaME. ¥ cviANcE VIDIER @ —_— ’ =8 Avecto IDme S lanius skyhigh & sciic

%
VARMOUR % BETm
@

O SECURI ARM (savsHore erion. |dentityMind max Acculynk (CKount | Scveronr @@ emmuse namogm A 1oNE esentire OMenlo | cyocmame gemallo” ®iovation €@ thycotic, | BUECOAT seiercioud £ G

picture from https://cybergrc.com/wp-content/uploads/2019/05/cyberscape-large.jpg




People are the weakest link?

WHAT/DO WESAYJTO FREE STUFF?

« We like free things T

- We don't pay attention ’ '

« We get scared easily ~ o  ! /i \} " g

CLICKICLICK. COMPLAINTOHR

« We are vulnerable. All of us.

« We are built to comply



Can we make them stronger?

People can be a strong security layer.

They are free (or already paid for...)
They are smarter than code
They can do both detect and prevent

No patch for human stupidity. But there are Hotfixes.



Arming the masses!
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The scenario

- Start Easy\Hard & adjust to the
current level

- Realistic -
https://www.phishtank.com/ |

past incidents

« Sensitive - COVIDI19, aiming for
win-win

- Whitelisting - we are here for the
people, not the products

- Plan the entire program, not just
the current campaign



https://www.phishtank.com/

Act on the results

« Train - not just drills
- Equip - give them the tools - technical and logical

« Organize - build a plan, not a campaign

- They are not to blame, we are



Let's do it (for free)

e We do it on Debian 9 - gophish is cross platform

e Ports needed - 22, 80, 443, 3333

e You need to buy a domain

e Script is initial setup, only required once (per machine)
e Hardeningis on YOU

e It’s gonna be fun:)



HTTPS cert (people like green
locks)

3) Ubuntu Prep 7) Get DNS Entries
4) Tnstall SSL 8) Install GoPhish
Server Setup Script - Pick an option: 4
We Wal’l.t tO make certbot 1.10.1 from Certbot Project (certbot-eff/) installed
Enter your server's domain or done to exit: xfreedém.art
. Enter your server's domain or done to exit: done
rellable Saving debug log to /var/log/letsencrypt/letsencrypt.log
Plugins selected: Authenticator standalone, Installer None
Account registered.
3 Requesting a certificate for xfreedém.art
USlIIg' EFF CertbOt Performing the following challenges:
http-01 challenge for xfreedom.art
Waiting for verification...

ReqUiIe a. domain and Cleaning up challenges

IMPORTANT NOTES-
por‘t 80 Open to Vv vv - Congratulations! Your certificate and chain have been saved at:
/etc/letsencrypt/live/xfreedom.art/fullchain.pem
Your key file has been saved at:
. . /etc/letsencrypt/live/xfreedOm.art/privkey.pem
Scr]'pt Optlon #4 Your cert will expire on 2021-64-02. To obtain a new or tweaked
version of this certificate in the future, simply run certbot
again. To non-interactively renew *all* of your certificates, run
"certbot renew"
- If you like Certbot, please consider supporting our work by:



SMTP server

We are using Postfix

We also install Dovecot, OpenDKIM & OpenDMARC - if
looking for more reliability

We install everything on the same server, can be separated
script option #5

Restarting Services
Checking Service Status
® postfix.service - Postfix Mail Transport Agent
Loaded: loaded (/lib/systemd/system/postfix.service; enable
Active: active (exited) since Sat 2021-01-62 21:51:26 UTC;
Process: 9061 ExecStart=/bin/true (code=exited, status=0/SU(
Main PID: 9061 (code=exited, status=0/SUCCESS)
Tasks: © (limit: 4915)
CGroup: /system.slice/postfix.service
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31-02T21:
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GoPhish

Open-Source phishing platform

cross-platform support - Linux\Windows\Mac

Actively developed and supported

Has two built in “Gophish” headers

Run the binary from screen to avoid crash on SSH exit

Script option #8

30z"
3ez"
30zZ"
30zZ"
3ez"
30zZ"

level=info
level=info
level=info
level=info
level=info
level=info

msg='Please Llogin with the username admin and the password == i b
msg='Starting admin server at https://0.0.0.08:3333"

msg="ndcxgrounu WOKTI SLarccud SUucCeSSTULLY ™ walioanyg 1o Campaigns”
msg="Starting IMAP monitor manager"

msg="Starting new IMAP monitor for user admin"

msg="Starting phishing server at http://0.0.0.0:443"



Sending profile

The server sending the New Sending Profile
emails _—
momage will ettt |
message will be “from”
; Interface Type:
Here we are using the
same server
From:

Master Splinter <splinter@xfreedOm.art>

Host:

localhost

Username:



Create\clone the landing page

Where the users will get
once clicking the link
Build yourself or “borrow”
from someone ;)

decide what to capture
(username only or
passwords also?)

New Landing Page

Name:
Github auth
@ Import Site
HTML
= Sou
Styles - Format
Sign in to GitHub

Username or email address

Password Forgot password?
body div a

a Capture Submitted Data @
Capture Passwords

© Warning: Credentials are currently not encrypted. This means that captured passwords are stor
the database as cleartext. Be careful with this!

Redirect to: @

https://portal.azure.com



Create\clone the email

New Template
The actual email we will
send
Build yourself or “borrow”
from someone ;)
Make to test it multiple

times

n Add Tracking Image

<+ Add Files

Show| 44 entries Search:

Name




Import the users

Bulk import using the CSV
template

divide based on your
preference

New Group

Name:

turtles

Show| ;4 entries
First Name Last Name
Leonardo
Michelangelo
Roei

Showing 1 to 3 of 3 entries

Email
leo@cyberint.co
mike@cyberint.co

roei.s@cyberint...

Search:

Position

]
1]
2]

Previous Next



GET BUSY PHISHING!

New Campaign

Who N
What Free Pizza

Email Template:

When Azure )
DiVide d? Landing Page:

Github auth v
URL: @

https://xfreedOm.art
Launch Date Send Emails By (Optional) @

January 3rd 2021, 12:00 am
Sending Profile:

Postfix -

Groups:

* turtles

turtles

«f Launch Campaign




Free pizza gift!

> . C < Repl % Reply All MRE d
Master Splinter <splinter@xfreedOm.art> H# e S .

MS To Roei Sherman Sun 1/3/2021 12:21 AN

X2 YNT "D AT 70 RN PR DX https://xfreed0m.art?rid=b0wxkf1

Click or tap to follow link.

@@@?@@m@,
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Sit and Stare AKA statistics

Timeline for Leonardo

e Opened, Clicked, entered
credentials

e When, Where, How much

e Exportto CSV - no fancy graphs

Campaign Created
Email Sent

Clicked Link

=] Windows (OS Version: 10)
& Chrome (Version: 87.0.4280.88)

e Save the information for

Clicked Link

5] Windows (OS Version: 8.1)
& Chrome (Version: 84.0.4147.135)

improvement tracking

Submitted Data

[S] Windows (0S Version: 10)

12:04:45 12:04:50 12:04:55 12:05:00

12:05:05 12:05:10 12:05:15 12:05:20 12:05:25 12:05:30 12:05:35 12:05:40 12:05:45 @ Chrome (Version: 87.0.4280.88)
Email Sent Email Opened Clicked Link
¥ View Details
Parameter Value(s)
__original_url https://github.com/login/session
Details .
authenticity_token ehxzlY0glypSyGR+60EQmjoU28xadViadNhFmJ/4ZdErT
Show| 14 entries . .
client_id
First Name Last Name Email Position S % 5
commit Signin
» Leonardo leo@cyberint.co
= = = integration
» Michelangelo mike@cyberint.co
» Roei roei.s@cyberint.co lOgm Leonardo

Showing 1o 3 of 3 entries

required_field_2407

return_to



If it won’t be simple, it simply
won’t happen

As part of arming the masses, we should give them the tools,

not just the knowledge
Easy, simple and fast

I’'m not lazy, I'm efficient - 1-Click phishing reporting



1-Click phishing report button

e Elli daKing



e Verify subscription supports mails out on 25 or use other
infrastructure

https://getgophish.com/

e https://docs.getgophish.com/user-quide/template-refer

ence

https://qgithub.com/xFreed0Om/Postfix-Server-Setup

e Certificate
e DNS records

e Postfix + DKIM + SPF + DMARC
e optional features - hardening, email client


https://getgophish.com/
https://docs.getgophish.com/user-guide/template-reference
https://docs.getgophish.com/user-guide/template-reference
https://github.com/xFreed0m/Postfix-Server-Setup

Get busy
Phishing or get
busy paying
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