
Get busy 
Phishing or get 

busy paying 
“Great results, can be achieved with small forces.”

― Sun Tzu, The Art of War
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Security products bingo
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People are the weakest link?

• We like free things

• We don't pay attention

• We get scared easily

• We are built to comply

• We are vulnerable. All of us.



Can we make them stronger?

People can be a strong security layer.

• They are free (or already paid for...)

• They are smarter than code

• They can do both detect and prevent

• No patch for human stupidity. But there are Hotfixes.



Arming the masses!



The scenario

• Start Easy\Hard & adjust to the 
current level

• Realistic - 
https://www.phishtank.com/ | 
past incidents

• Sensitive - COVID19, aiming for 
win-win

• Whitelisting - we are here for the 
people, not the products

• Plan the entire program, not just 
the current campaign

https://www.phishtank.com/


Act on the results

• Train - not just drills

• Equip - give them the tools - technical and logical

• Organize - build a plan, not a campaign

• They are not to blame, we are



Let's do it (for free)

● We do it on Debian 9 - gophish is cross platform
● Ports needed - 22, 80, 443, 3333
● You need to buy a domain
● Script is initial setup, only required once (per machine)
● Hardening is on YOU

● It’s gonna be fun :)



HTTPS cert (people like green 
locks)

● We want to make 

reliable

● Using EFF certbot

● Require a domain and 

port 80 open to WW

● Script option #4



SMTP server

● We are using Postfix
● We also install Dovecot, OpenDKIM & OpenDMARC - if 

looking for more reliability
● We install everything on the same server, can be separated
● script option #5



GoPhish

● Open-Source phishing platform
● cross-platform support - Linux\Windows\Mac
● Actively developed and supported
● Has two built in “Gophish” headers
● Run the binary from screen to avoid crash on SSH exit
● Script option #8



Sending profile

● The server sending the 
emails

● Here we choose who the 
message will be “from”

● Here we are using the 
same server



Create\clone the landing page

● Where the users will get 
once clicking the link

● Build yourself or “borrow” 
from someone ;)

● decide what to capture 
(username only or 
passwords also?)



Create\clone the email

● The actual email we will 
send

● Build yourself or “borrow” 
from someone ;)

● Make to test it multiple 
times



Import the users

● Bulk import using the CSV 
template

● divide based on your 
preference



● Who
● What
● When
● Divided?

GET BUSY PHISHING!





Sit and Stare AKA statistics
● Opened, Clicked, entered 

credentials
● When, Where, How much
● Export to CSV - no fancy graphs
● Save the information for 

improvement tracking



If it won’t be simple, it simply 
won’t happen

● As part of arming the masses, we should give them the tools, 

not just the knowledge

● Easy, simple and fast

● I’m not lazy, I’m efficient - 1-Click phishing reporting



1-Click phishing report button

● Elli da King



● Verify subscription supports mails out on 25 or use other 
infrastructure

https://getgophish.com/

● https://docs.getgophish.com/user-guide/template-refer
ence 

https://github.com/xFreed0m/Postfix-Server-Setup

● Certificate
● DNS records
● Postfix + DKIM + SPF + DMARC 
● optional features - hardening, email client

https://getgophish.com/
https://docs.getgophish.com/user-guide/template-reference
https://docs.getgophish.com/user-guide/template-reference
https://github.com/xFreed0m/Postfix-Server-Setup
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